
Kwasu International Journal of Educational Management and Leadership (KIJEMAL), vol. 1(2), 172-184: ISSN- 2360-8129 

 

 Page 172 
 

Security and Privacy Challenges in Cloud-Based Educational Monitoring 

Systems: Mitigation Strategies for Nigerian Universities 

 

 
Ahmed-Zakariyyah, Rahmat Bukola 

Department of Educational Management, Faculty of Education, University of Ilorin, 

Ilorin, Kwara State, Nigeria 

mail: ahmed.br@unilorin.edu.ng 

09065047294 

 

Dr. Nimota Jibola Kadir Abdullahi 

Department of Educational Management, Faculty of Education, University of Ilorin, 

Ilorin,  Kwara State, Nigeria 

E-mail: abdullahi.njk@unilorin.edu.ng 

08037551059 

 

Dr.  Adam Ishola Mustapha 

Department of Educational Management, Faculty of Education, Kwara State University, 

Malete, Ilorin,  Kwara State. 

E-mail: adam.mustaapha@kwasu.edu.ng 

08060852747 

 

& 

Ibrahim, Yakub Kehinde 

Department of Educational Management and Counselling, Faculty of Education, 

Al-Hikmah University, Ilorin, Kwara State. 

E-mail: yakubkehindeibrahim@gnail.com 

08169140097 

 

Abstract 

The adoption of cloud-based educational monitoring systems offers Nigerian universities 

scalable storage, real-time analytics, and improved administrative efficiency. However, these 

benefits are accompanied by critical security and privacy challenges that threaten sensitive 

academic data and student records. This paper examines the prevalent security threats and 

vulnerabilities inherent in cloud deployments, including unauthorized access, 

misconfigurations, and supply-chain risks. It also explores privacy concerns and compliance 

gaps related to Nigeria’s Data Protection Act (NDPA, 2023) and highlights institutional 

governance and capacity issues that weaken data protection efforts. Furthermore, the study 

analyzes the pivotal role of cloud service providers (CSPs) and vendors, emphasizing the need 

for rigorous Service-Level Agreements and vendor risk management. Context-specific 

mitigation strategies were proposed, combining technical safeguards, regulatory alignment, 

capacity building, and sustainable funding. The study underscores the importance of a holistic, 
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multi-layered approach to ensure data security and privacy while leveraging the 

transformative potential of cloud-based educational monitoring in Nigerian universities. 

Keywords: Cloud computing, educational monitoring systems, Data security, Privacy 

protection, Nigeria  

Introduction 

Learning management systems (LMS), cloud-based educational monitoring platforms, and 

increased internet access have all contributed to Nigeria's higher education sector's rapid 

digitization, which has produced significant opportunities for pedagogical innovation, 

administrative effectiveness, and large-scale data-driven decision making (Aremu & Agboola, 

2023). By centralizing lecturer performance indicators, assessment records, learning analytics, 

and student attendance, cloud-based monitoring solutions allow universities to better organize 

interventions and monitor teaching and learning processes in almost real-time. A unique set of 

security and privacy dangers, however, comes with cloud adoption along with these 

advantages. These risks are especially significant in Nigerian higher education, where capacity, 

regulatory, and infrastructure limitations still exist (Ifawoye, Morufu, & Omonayin, 2024). 

Technically speaking, the multi-tenant and distributed nature of cloud architectures increases 

the risks of data exfiltration, account compromise, distributed denial-of-service (DDoS) 

attacks, insider misuse, and misconfigured cloud services, among other well-known threats that 

affect educational data (Ifawoye et al., 2024). Any breach can result in material harm to 

students and staff, legal ramifications, and damage to the university's reputation for monitoring 

systems that handle personally identifiable information (PII), assessment results, and research 

data. According to (Bakare, 2020; Aremu & Agboola, 2023), data security and privacy issues 

are frequently cited as the main obstacles to cloud adoption in Nigerian education, frequently 

surpassing cost and technical compatibility as deterrents. 

Risk management is made more difficult by Nigerian institutions' sociotechnical nature. 

Numerous institutions lack thorough incident-response plans, regular vulnerability 

management, or adequately trained IT staff to enforce least-privilege access models and strong 

identity and access management (IAM) practices. These studies reveal persistent gaps in 

leadership attention, institutional cyber-security governance, and technical capacity (Vincent, 

2024). In cloud-hosted educational systems, these governance flaws combine with human 

factors, poor password habits, low staff and student knowledge, and ad hoc use of third-party 

apps to produce exploitable attack surfaces. Furthermore, the disarray of procurement 

procedures and the frequent dependence on outside suppliers for monitoring and LMS 

platforms might obfuscate responsibility for data stewardship and security controls, making 

prevention and repair more difficult (Aremu & Agboola, 2023). 

The compliance environment is changing due to legal and regulatory changes, but universities 

are also facing transitional difficulties. Regarding legitimate processing, purpose limitation, 

cross-border transfers, and data subject rights, the Nigeria Data Protection Act (NDPA) 2023 

imposes formal duties on data controllers and processors (Nigeria Data Protection Act, 2023). 

Despite strengthening the legal framework protecting student and staff data, the NDPA is not 

being implemented in many institutions due to a lack of institutional policies, administrators' 

lack of knowledge, and the technical difficulty of bringing legacy cloud deployments into 
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compliance with the law (Vincent, 2024). The ethical and pedagogical aspects of privacy in 

educational monitoring go beyond legal and technical factors. Logs, clickstreams, timestamps, 

keystroke-level interactions, and granular behavioral traces are all inevitable byproducts of 

monitoring systems that can be used for research and analytics. According to Aremu and 

Agboola (2023), tracking risks undermine confidence and have a chilling effect on student 

engagement in the absence of transparent governance, informed consent procedures, and 

defined data-minimization measures. To reconcile monitoring tactics with educational 

objectives and students' rights, scholars contend that privacy-respecting design, explicit data 

retention policies, and meaningful opt-out procedures are essential (Ifawoye et al., 2024). 

Multifaceted mitigation measures must incorporate capacity building, organizational reforms, 

and technical controls. According to Ifawoye et al. (2024), the literature recommends 

foundational measures such as encryption at rest and in transit, strong IAM and multi-factor 

authentication, secure configuration baselines, continuous monitoring (SIEM), and regular 

penetration testing. Universities must operationalize compliance and accountability through 

the use of governance tools, data protection officers, incident response playbooks, vendor due 

diligence procedures, and distinct lines of accountability (Vincent, 2024). Building up capacity 

is similarly important. Regular cybersecurity training for administrators, academics, students, 

and leaders lowers human-factor vulnerabilities and promotes a digital hygiene culture 

(Bakare, 2020). 

Scaling up is made more difficult by practical limitations in many Nigerian universities, despite 

these recommendations. Insufficient funding for IT, inconsistent internet quality, energy 

insecurity, and a lack of skilled cybersecurity experts restrict both the ability to respond quickly 

to incidents and make preventive expenditures (Bakare, 2020; Vincent, 2024). The vendor 

ecosystem for educational technology in Nigeria is also diverse. However, some vendors offer 

strong security features; smaller or foreign suppliers might not have contracts that comply with 

the NDPA or adequate data localization guarantees, which raises operational and legal risk 

(Aremu & Agboola, 2023). This research aims to:  

i. Identify common security threats and vulnerabilities 

ii. Evaluate compliance gaps and privacy concerns  

iii. Look into concerns of institutional governance and capability  

iv. Examine vendors' and cloud service providers' (CSPs) roles. 

V.  Suggest mitigating tactics according to the particular context. 

Literature Review 

Scholarly interest in the security and privacy issues of cloud-based educational monitoring 

systems, which centralize administrative records, learning analytics, attendance, and 

assessment, has grown in tandem with their expansion. A large amount of research outlines 

common cloud security risks that are pertinent to educational monitoring, including improper 

cloud service configuration, inadequate identity and access management (IAM), compromised 

accounts, unsafe APIs, insider abuse, and ransomware and DDoS attacks (Systematic reviews; 

SCIRP, 2023; Tadapaneni, 2020). According to this research, attack surfaces are increased by 

multi-tenant cloud architectures and substantial third-party integrations, which are typical in 

the educational sector (SCIRP, 2023). According to SCIRP (2023) and Ifawoye et al. (2024), 

recommended technical mitigations are well-established in the literature and include 
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encryption (both in transit and at rest), multi-factor authentication (MFA), strong IAM (least 

privilege and role-based access control), secure configuration baselines, continuous monitoring 

(SIEM), vulnerability scanning, and frequent penetration testing. Vendor dependency, 

capacity, and governance. Institutional governance and human factors are the primary 

determinants of security posture, according to empirical studies conducted in Nigeria. When 

breaches happen, it takes longer to discover and fix since many Nigerian colleges lack 

established incident-response strategies, specialized data protection officers, and adequate 

cybersecurity skills, according to research (Bisong; Vincent, 2024). 

Dependence on a variety of providers, some domestic and some foreign, frequently results in 

ambiguous contractual obligations for data stewardship, muddled cross-border data flows, and 

inconsistent security control implementation (Aremu & Agboola, 2023; Bisong, 2024). The 

Nigeria Data Protection Act (NDPA, 2023) provides a legal and regulatory framework. 

learning, monitoring, and analytics. The use of behavioral traces (clickstreams, engagement 

metrics, keystroke or proctoring logs) without transparency or safeguards can have chilling 

effects, bias, and negative consequences, according to literature from the learning analytics and 

higher education ethics communities (Karimov et al., 2024; Misiejuk, 2025). According to 

studies, students are frequently willing to contribute engagement data to support interventions, 

but they also require explicit information regarding the objective, retention, and opt-out rights. 

According to Karimov et al. (2024), when institutions do not give transparency, students' desire 

to participate drops significantly. Recent reviews and studies conducted in Nigeria reveal actual 

incidents (ransomware, misconfigurations) and widespread concerns about data handling in 

online education. These findings are consistent with global trends, but they are framed by 

regional limitations like sporadic power supplies, tight budgets, and a lack of cybersecurity 

experts (Bisong; Okonkwo, 2025). 

Several gaps show up. First, the majority of research is reviews or short case studies, and there 

is a dearth of systematic empirical work assessing the frequency and consequences of certain 

cloud vulnerabilities in Nigerian university deployments. Furthermore, there are few 

assessments of governance actions (such as the designation of DPOs, regional SOCs, or 

standardized vendor-assessment frameworks). To establish ethically sound policy, a more 

thorough, mixed-method study is needed to determine how staff and students feel about various 

forms of monitoring (such as formative analytics versus surveillance proctoring). Lastly, it is 

necessary to research technical and contractual procedures that balance NDPA duties with 

operational reliance on international CSPs, particularly workable models for third-party control 

auditability and legal cross-border processing. To close these gaps, evidence-based policies 

that strike a balance between educational advantages and security, privacy, and equity must be 

supported. 

Prevalent Security Threats and Vulnerabilities in Cloud-Based Educational Monitoring 

Systems 

The usage of cloud-based educational monitoring technologies for learning analytics, 

assessment management, and attendance tracking brings with it several persistent security risks 

that are well-documented in recent research and especially pertinent to Nigerian universities. 

Organizational, human, and technical domains can be used to categorize the main 

vulnerabilities. 
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1. Data breaches and illegal access: The most commonly mentioned risk is unauthorized 

access to academic records and personally identifiable information (PII) kept on cloud servers. 

Weak identity and access management (IAM) configuration, exploitation of software 

vulnerabilities, or inadequate authentication procedures can all lead to breaches (Ifawoye et al., 

2024). Universities that use single-factor authentication are more vulnerable to brute-force 

attacks and credential stuffing because multi-tenant cloud architectures, which are prevalent in 

education, increase attack surfaces. 

2. Misconfiguration of Cloud Services: Studies reveal that one of the main reasons for 

unintentional data disclosure is improperly configured databases, storage buckets, or API 

gateways (SCIRP, 2023). Attackers can collect and steal student and staff data due to default 

public access settings or inadequately stringent firewall policies. Due to a lack of internal 

experience, Nigerian institutions frequently rely on outside vendors, which increases the 

possibility of configuration problems (Vincent, 2024).  

3. Insecure Interfaces and APIs: To integrate analytics tools, payment platforms, and learning 

management systems, cloud systems mainly rely on web APIs. Attackers can circumvent 

application logic and obtain sensitive data by using injection attacks, session hijacking, or 

privilege escalation against insecure or badly written APIs (Tadapaneni, 2020). Commonly 

suggested mitigations include secure coding techniques and routine penetration testing. 

4. Insider Threats: According to Bisong (2024), there are two types of known risks: hostile 

insiders, such as unhappy employees or contractors, and unintentional insider acts, like 

exchanging credentials. A huge number of student employees and adjunct staff are frequently 

employed by universities, resulting in a huge number of privileged accounts that might not be 

regularly checked or immediately canceled when employment ends.  

5. DDoS attacks, ransomware, and malware: Ransomware campaigns have targeted 

educational institutions, encrypting data and interfering with operations by frequently taking 

advantage of unpatched vulnerabilities or obsolete operating systems (Okonkwo, 2025). Cloud-

hosted portals may potentially be overloaded by distributed denial-of-service (DDoS) assaults 

at crucial academic times, like registration or exams. 

Compliance Vulnerabilities and Privacy Issues with Cloud-Based Educational 

Monitoring Systems  

Large amounts of personally identifiable information (PII), such as student demographics, 

academic performance data, attendance records, and even behavioral analytics, are handled by 

cloud-based educational monitoring platforms at Nigerian universities. These tools create 

serious privacy concerns and highlight significant regulatory compliance gaps, even if they 

promise efficiency and real-time information. 

1. Extensive Data Collection and Secondary Use: Educational monitoring systems 

frequently record more detailed behavioral traces than are strictly required for instruction and 

evaluation, including keystroke logs, clickstreams, and time-stamped interaction records. This 

extensive gathering raises the possibility of data exploitation, profiling, or repurposing for 

commercial or surveillance purposes in the absence of robust data-minimization policies 



Kwasu International Journal of Educational Management and Leadership (KIJEMAL), vol. 1(2), 172-184: ISSN- 2360-8129 

 

 Page 177 
 

(Karimov et al., 2024). An atmosphere of "invisible surveillance" may result from staff and 

students not realizing that their actions are being monitored constantly (Misiejuk, 2025). 

2. Limited Transparency and Informed Consent: According to empirical research, 

universities hardly ever offer understandable justifications for the methods used to gather, 

preserve, and distribute monitoring data (Bisong, 2024). When assent is acquired, it is usually 

included in long-term service or combined with general enrollment agreements, which 

compromises the informed consent principle mandated by international privacy standards and 

Nigeria's data-protection policy (Ifawoye et al., 2024). 

3. Risks of Cross-Border Data Transfer: A large number of Nigerian institutions rely on 

international cloud service providers (CSPs) that do not have servers in Nigeria. Adequacy or 

contractual safeguard standards must be met by personal data moved across borders, according 

to the Nigeria Data Protection Act (NDPA, 2023) (KPMG, 2023). Recent audits, however, 

reveal that many institutions either do not have written Data Processing Agreements (DPAs) 

or do not confirm that their CSPs adhere to the NDPA's cross-border data flow regulations 

(Vincent, 2024). If a breach takes place in a foreign country, these loopholes make compliance 

more difficult and expose institutions to legal repercussions. 

4. Lack of Institutional Policies and Oversight: Many universities have not yet appointed 

Data Protection Officers (DPOs) or created thorough privacy policies, even though the NDPA 

mandates Privacy-by-Design practices and DPOs (Okonkwo, 2025). Due to financial 

limitations, a lack of cybersecurity knowledge, and disjointed procurement procedures, vendor 

contracts frequently do not contain clear privacy provisions, which leaves room for doubt 

regarding accountability for data handling (Aremu & Agboola, 2023).  

5. Poor Training and User Awareness: Students, faculty, and administrative personnel 

frequently lack sufficient knowledge of their rights to privacy and their responsibilities to 

protect data. Common problems include reliance on unprotected personal devices, careless data 

sharing, and weak password procedures (Bisong, 2024). Without consistent training and a 

privacy-conscious culture, even strong technical protections could be ineffective. 

Institutional Governance and Capacity Issues in Cloud-Based Educational Monitoring 

Systems 

For cloud-based educational monitoring systems to protect the availability, confidentiality, and 

integrity of data, strong institutional capability and governance are essential. Research, 

however, identifies several organizational, policy, and human resource limitations in Nigerian 

institutions that compromise these platforms' overall security and privacy posture.  

1. Lack of Comprehensive Cybersecurity Policies: In accordance with the Nigeria Data 

Protection Act, many Nigerian colleges do not have official, institution-wide cybersecurity and 

data-protection policies (NDPA, 2023). Several institutions merely have disjointed ICT 

policies that don't specify vendor management criteria, retention durations, or data handling 

protocols, according to Bisong (2024). In the absence of established governance structures, 

departments and faculties continue to apply best practices inconsistently, such as access-control 

methods or encryption standards. 
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2. Insufficient Oversight and Leadership Commitment: Allocating resources and promoting 

a security culture requires the support of the leadership. According to Vincent (2024), 

university administration teams frequently put short-term academic and administrative 

requirements ahead of long-term cybersecurity investment, which results in underfunded IT 

departments and a delayed adoption of privacy-by-design guidelines. This disparity is further 

demonstrated by the fact that many institutions lack designated data-protection officers 

(DPOs), even though NDPA rules mandate such appointments (KPMG, 2023). 

3. Skilled Cybersecurity Staff Shortage: A lack of qualified cybersecurity experts 

exacerbates capacity issues. Generalist IT workers, who might not be skilled in cloud security, 

threat detection, or incident response, are commonly used by universities (Okonkwo, 2025). 

This lack of skills makes it more difficult to put proactive measures like advanced identity-

and-access management (IAM) controls, penetration testing, and ongoing vulnerability 

assessments into practice (Ifawoye et al., 2024). 

4. Fragmented Procurement and Vendor Practices: Educational monitoring systems are 

frequently controlled by several third-party vendors and acquired through decentralized 

purchasing. Explicit data-protection terms or service-level agreements covering breach 

notification, encryption requirements, and data-location guarantees are rarely included in 

contracts, according to Aremu and Agboola (2023). It is challenging to keep an eye on vendors' 

adherence to NDPA regulations and global security standards due to the absence of centralized 

control.  

5. Inadequate Budgetary Allocation and Infrastructure: Cybersecurity projects need 

ongoing financial support for personnel training, hardware updates, and ongoing monitoring 

equipment. Investments in strong firewalls, secure cloud settings, and redundant power or 

network infrastructure are, however, restricted by the limited funding cycles and tight budgets 

of many public colleges (Bisong, 2024). Rapid incident reaction and ongoing monitoring are 

made more difficult by unstable energy and erratic internet access. 

Role of Cloud Service Providers (CSPs) and Vendors 

The security posture and privacy results of educational monitoring systems installed in 

Nigerian institutions are mostly determined by cloud service providers (CSPs) and the vendors 

they work with. These organizations outsource data storage, processing, and analytics to 

outside cloud suppliers since they frequently lack the infrastructure and qualified staff 

necessary to operate extensive monitoring platforms internally (Ogundoyin & Aluko, 2023). 

The choice and administration of CSPs is a crucial governance issue since this outsourcing 

shifts a large portion of the accountability for data security and compliance to outside parties 

(Ismail & Musa, 2022). 

Role of Cloud Service Providers (CSPs) and Vendors 

Cloud service providers (CSPs) and their associated vendors play a pivotal role in determining 

the security posture and privacy outcomes of educational monitoring systems deployed in 

Nigerian universities. Because these institutions often lack the infrastructure and skilled 

personnel to host large-scale monitoring platforms internally, they outsource data storage, 

processing, and analytics to external cloud vendors (Ogundoyin & Aluko, 2023). This 
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outsourcing transfer significant responsibility for data protection and compliance to third 

parties, making the selection and management of CSPs a critical governance issue (Ismail & 

Musa, 2022). 

1. Shared Responsibility Model: Large CSPs like Microsoft Azure, Amazon Web 

Services (AWS), and regional Nigerian providers work under a shared responsibility 

model in which the client institution is responsible for securing its data configurations, 

applications, and access controls, while the provider secures the physical and virtual 

infrastructure (Kuyoro et al., 2021). However, Nigerian institutions usually fail to 

recognize their role, which results in configuration errors such as improperly defined 

access rights that hackers might take advantage of (Adediran & Popoola, 2024). 

2. Vendor Security Practices and Certifications: Adherence to international standards 

such as ISO/IEC 27001, SOC 2, and Nigeria's Data Protection Act (NDPA) of 2023 

frequently indicates a CSP's level of security maturity. Universities run the danger of 

giving sensitive student data to suppliers with insufficient security measures if they 

don't require or validate such certificates (Okon & Eze, 2023). According to recent data, 

there are significant differences in how local Nigerian CSPs implement intrusion 

detection, incident response, and encryption-at-rest protocols, which result in 

inconsistent security baselines (Adebayo et al., 2024). 

3.  Legal Considerations and Service-Level Agreements (SLAs): SLAs specify the 

contractual duties for data security, breach reporting, and recovery time goals. 

Universities may be left without options in the case of a breach or data loss if SLAs are 

weak or unclear (Ndukwe & Abubakar, 2022). Furthermore, a lot of CSP contracts 

include cross-border data storage, which could make it more difficult to comply with 

Nigeria's NDPA and expose educational records to countries with laxer privacy 

regulations (Chinedu et al., 2023).  

4. Third-Party and Supply-Chain Risks: Open-source components and subcontractors 

are frequently used in cloud ecosystems, which may present unanticipated risks. 

Widespread data exposure can result from a single compromised supply chain vendor 

(Idowu & Ahmed, 2024). Universities are more vulnerable to supply-chain threats 

because they rarely carry out comprehensive vendor risk evaluations or ongoing 

monitoring. 

5.  Collaborative Security and Training: To ensure effective protection, CSPs must 

work together to provide ongoing security upgrades, training materials, and 

unambiguous instructions on the best practices for monitoring, encryption, and access 

management (Adepoju & Ojo, 2023). Universities may continue to be unprepared for 

new threats if vendor-client communication and collaborative incident-response 

planning are not maintained. 

Strategies for Mitigation  

Mitigation techniques for safeguarding cloud-based educational monitoring systems need to be 

multi-layered and contextually grounded, given the changing cybersecurity landscape and the 

unique infrastructure, regulatory, and socioeconomic realities of Nigerian universities. 

Technical, organizational, and policy-based solutions that are adapted to Nigeria's legal system, 

human capital, and resource limitations should all be incorporated into these strategies. 
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1. Strengthening Regulatory Compliance and Data Governance: To protect personally 

identifiable information (PII), universities should coordinate their cloud operations with 

Nigeria's Data Protection Act (NDPA, 2023) and related international standards like the 

General Data Protection Regulation (GDPR). A clear definition of security obligations is 

ensured by creating institution-specific data governance policies that include data 

classification, retention, and access controls (Adebayo et al., 2024). A culture of responsibility 

can be promoted, and compliance deficiencies can be found with the use of required yearly 

audits and privacy impact assessments (Chinedu et al., 2023). 

2. Improving Technical Security and Cloud Configurations: 3. Vendor Risk Management 

and Service-Level Agreements (SLAs): Universities should adopt rigorous vendor-selection 

criteria that require evidence of certifications such as ISO/IEC 27001 and SOC 2. SLAs must 

explicitly stipulate security obligations, breach-notification timelines, and data-residency 

requirements to avoid ambiguities (Ndukwe & Abubakar, 2022). Regular third-party audits and 

continuous monitoring of cloud service providers (CSPs) can prevent supply-chain 

vulnerabilities and ensure that CSP practices remain aligned with Nigerian legal requirements 

(Ogundoyin & Aluko, 2023). 

4. Cybersecurity Awareness and Capacity Building: Human factors continue to be a major 

vulnerability. Password hygiene, phishing knowledge, and incident-reporting procedures 

should all be included in ongoing professional development programs for academics, students, 

and IT staff (Adepoju & Ojo, 2023). According to Adebayo et al. (2024), the creation of a 

specialized campus Computer Security Incident Response Team (CSIRT) can aid in the quick 

containment and recovery of cyber incidents.  

5. Investment in Finance and Infrastructure: The implementation of cutting-edge security 

systems is hampered by resource constraints in many Nigerian colleges (Ismail & Musa, 2022). 

Management should investigate joint funding through public-private partnerships and give 

cybersecurity top priority in yearly budgets to address this (Kuyoro et al., 2021). Investing in 

scalable cloud designs, dependable power supplies, and redundant internet lines will increase 

system availability and resilience. 

Conclusion 

Nigerian institutions can benefit greatly from real-time learning analytics, effective 

administration, and scalable data storage using cloud-based educational monitoring solutions. 

Nevertheless, these advantages are accompanied by serious privacy and security issues that 

require prompt, context-sensitive fixes. Inadequate technical safeguards, poor vendor 

agreements, misconfigurations, and a lack of institutional ability are among the main concerns. 

Resolving issues calls for an all-encompassing strategy that includes strict vendor management, 

strong encryption and access controls, ongoing staff and student capacity building, and 

regulatory compliance with the Nigeria Data Protection Act. Universities must also set aside 

funds and cultivate relationships with cloud service providers to execute healthy SLAs and 

carry out frequent security assessments. Nigerian universities can safely and sustainably benefit 

from the revolutionary potential of cloud-based educational monitoring technologies while 

reducing data breaches, safeguarding intellectual property, and protecting student privacy by 

combining technical, organizational, and policy-based solutions. 
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Recommendations 

Based on the identified security and privacy challenges of cloud-based educational monitoring 

systems in Nigerian universities, the following recommendations are proposed: 

1. Universities should maintain transparent data-governance policies and carry out 

yearly privacy impact assessments to fully implement the Nigerian Data Protection 

Act.  

2. Use role-based access controls, multi-factor authentication, end-to-end encryption, 

and recurring penetration testing to minimize vulnerabilities and configuration 

errors.  

3. Only work with cloud service providers that have earned certifications (such 

ISO/IEC 27001). Service-Level Agreements should clearly outline vendor liability, 

data-residency requirements, and breach notification schedules.  

4. To ensure prompt incident handling, create campus Computer Security Incident 

Response Teams (CSIRTs) and offer ongoing cybersecurity training to faculty, 

students, and IT staff.  

5. Set aside funds specifically for cybersecurity infrastructure and look at public-

private partnerships to guarantee continued expenditures on scalable and safe cloud 

technology. 
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